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ABSTRACT. A system of a particle kicked by a
Gaussian beam is studied. A description of the chaotic
behavior of this system is presented. The suitability of the
model for cryptography is demonstrated by applying the
Einstein-Podolsky-Rosen correlations and calculating the
entanglement parameter. Based on this model, we introduce
a quantum secure communication protocol. By using the
Shannon information theory about the detailed analysis of the
Gaussian cloner attack strategy about this system, we
demonstrate that the system is both safe and reliable. The
results show that the proposed algorithm improves the
problem of failure of encryption, such as small key space and
level of security.
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INTRODUCTION

Quantum cryptography, which is also known as
Quantum key distribution, is a state of the art approach
that represents the features of quantum mechanics to
guarantee the safe exchange of secret keys. The laws of
quantum mechanics govern fundamental particle
physics. At atomic scales, the fundamental particles
lack precise location and speed. The famous Heisenberg
uncertainty principle states that any observer who
wishes to obtain location information loses speed
information. This is a fundamental limitation and has
nothing to do with the observer’s technology. The first
application of quantum information theory introduced
in the mid-twentieth century was proposed by Wiesner.'
As a benefit, the quantum cryptography could supply a
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secure communication way.”® The security is assured
by the laws of quantum mechanics." > > ° Many
Quantum Key Distribution (QKD) systems that are
dependent on a Discrete Variable (DV) are exhibited.'
In this system, an encoded binary bit into a quantum
state is sent by the sender (Alice) to the receiver (Bob).
In this case, the decoded bit value by Bob cannot be
concluded for Alice. This attribute means that the
system is deterministic, which is very important for
assuring the security of this protocol. However, the
deterministic estate results in a loss of qubits. Most
recently, many quantum secure communications based
on continuous variables have been proposed.'" '* We
now want to propose a new deterministic quantum
communication system, dependent on DV entanglement
state or non-orthogonal state.*”'> These systems clearly
increase the value efficiency of quantum
communication schemes by applying the technique of
ping-pong of photons.16 We introduce a quantum
secure communication system dependent upon the
correlation of the DV (Discrete Variable).!” There are
two principles for examining the cryptography on a
1) this
Hamiltonian is super sensitive to primary condition, i.e.,

discrete kicked Hamiltonian system:
it has a chaotic function; 2) the cryptographic function
of this Hamiltonian has a high degree of safety, that the
smallest change regarding the input from Alice can lead
to the detection of Eve. Therefore, Eve is practically
impossible because of the reason we had mentioned and
also owing to the right below.'*?' This system can be
used as a QKD system and quantum encryption to send

a message. The discrete Gaussian modulation used on
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the DV carrier increases the competence of the quantum
secret communication noticeably.” The security of the
system against the general Gaussian-cloner
eavesdropping attack is illustrated using Shannon’s
information theory.*** The paper continues as follows:
our model system is proposed, then we will propose an
algorithm and calculate entanglement parameter F for a
mixed open system. Furthermore, we are going to study
security analysis by using the Shannon’s information

theory. Finally, we provide the obtained conclusions.

MATERIALS AND METHODS

Models
We start with the Hamiltonian of a particle kicked by a
Gaussian potential:
H= 7o KITeXp(fI—Q)Z 8(t — nT), (1)
2m 2A2°T

Classical equations of motion read:

dp  OH . «x z? o (2)
BT —-K TE exp(f@)Z,,é(t —nT),

de  0H p

o m ®

by considering:

2
K T
mA2

pT
mA

z=£t=%,7= and k =

The dimensionless motion equations are as follows”>2*:
. 2 _ Al
p=—KTexp(—5)Z,0(t —n), (A
T=7. (A2)

Integration of eq. (A1) from nto (n+ 1) and substitution
the solution of (A1) into (A2):

z(n)?) )

& =p(n) — Kz(n)exp(— 5

We integrate of eq. (4) from = n to = (n+1), and insert
x(n) = x, x(n+1) = Xp+1, p(n) = pnand p(n + 1) = p, and
obtain:

. 2
Prt1 = Pn — Kz, exp(—55-),

)

4 ‘n2
Lptl = Ty +pn - -K-Tn exp(ilT)

Where K is a parameter that determines “how chaotic”
the map is. Fig. (1) and Fig. (2) depict the phase space
for the particle kicked by a Gaussian beam Hamiltonian.
The first property of this map is reflection symmetry; (x,
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p) — (=x, -p). This property of this map is used to

calculate the main periodic orbits.”" 2!
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Fig. 1: Plot of the phase space for fixed parameters of “K”. The
curves are the level sets of the particle kicked by a Gaussian beam
Hamiltonian, eq. (5). The different colors correspond to
trajectories beginning from different initial conditions.
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Fig. 2: Plot of the phase space for differential parameters of “K”.
The curves are the level sets of the particle kicked by a Gaussian
beam Hamiltonian, eq. (5). The different colors correspond to
trajectories beginning from fixed initial condition.

Encryption of Algorithm Based on the Standard Map
If we imagine (p1, x1) as two inputs for cryptography
system, therefore, (p», x2) are considered as outputs of
the first cryptographic cycle. So if we implement
secondary iterate in second cryptography cycle n = 2;
therefore, (ps, x3) is taken into account as outputs of the
secondary cryptography cycle. We obtain:
P2 =p1 — KIle-rp(*g)
M: (6)
To = X1 + P2

2
ps = p2 — Kaseap(—3)

()

M :

T3 =Ty +ps
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We have: According to the following formula:
0p = p3 + Ypb2 Toutt = VGnzs + /(G — 1)nzr + /T =nae = Xig
®) (17
bz = Pourt = VG1ps — /(G = 1)npr + VT =1pg = Pig
T =Tz — VT2

where yx and vy, are coefficients for giving minimum
variance, respectively.
Using eq. (6) to obtain minimum variance 42 and2}:

A2 =< (02)? > —< dx >?
)

2 (52 =2
AZ =< (0p)* > —<dp >

A minimum variance occurs for a particular quantity of
Y.

A2 =< (62)2 > —< 0z >? =< (15 — m2)* > — < (13 — Yw2) >3

(10)
A§ = A%zs + 42 A2 — 2y < x3T9 >
and:
A2 =< (6p)? > =< Op >% =< (ps + p2)? > =< (ps +yp2) >° (11)

A2 = NPps + 92Ny + 2y < pape >

Derivative of 43 and2;with respect to y, we obtain:
FIN

0
dy (12)
" o < T3y >
fmin — Azi‘z
and:
ang _
dy (13)
_ <p3p2 >
Ymin = _Tpg

By defining the important parameter F,, which is both a
criterion for the entanglement of two systems and the
necessary condition for cryptography, we want to show
that F, <1 is an essential condition for cryptography.
Fo=(AD(0)) (14)

See Appendix A for details of calculating parameter Fi.

We obtain:
9K*  18K*
Fos G+ o (15)

By considering eq. (20) we can illustrate that in this
model cryptography creation depends on F,, in which K
<1.

K =0.1= F, =0.1200966 + 10~* < 1

K=03=F,=29184629+ 103 < 1
(16)

K =07= F,=0.2883633 < 1

K=09= F,=0.78798494 < 1

We can use eq. (22), to calculate Minimum variance
A*X... and AZP,,.. Given the assumptions G = 1 and 75
=1 (Eve absent), we obtain parameter £} (See Appendix
A).

Fy = (A Xeye) (D7 Pre)

32Kt 62K
F, = =
4e? ed

Alice reports to Bob both of the measurement results.
Bob is estimated F, parameter.

Protocol

Such a suggested system can be used for random
distribution to convey messages utilizing different input
parameters. The protocol steps are as follows. stepl.
Step 1. Alice modulates on two inputs with states xi, pi
by using mapping, M:

.1‘2
Pnt1t = Pn — I(lﬂglp(fTH)
Tpt1 = Ty + Pryi

Therefore, these two combinations create two new
states after the first iteration, two new states are x», p2,
which are input states for second iterate state. When that
parameter has K, states x3 with ps are correlated and this
correlation increases with K coefficient.

Step 2. Alice can calculate parameter F, between x3, p3
according to the equation mentioned above on the
previous page. Alice writes the results of the
measurement. £, is a way to detect Eve after the end of
the transmission. Although the states of x3, p3 have been
sent to Bob.

Step 3. Bob applies the third iterate to receive a state of
X3, p3. State x3, p3 is similar to x4, ps, when Eve is absent.
After the end of the operation, Bob measures both of the
X4 or p4 in output mode of x12, pia.

Step 4. Alice reports Bob the results of both
measurements. Bob estimates parameter Fj. If Fj > F,
then, Eve exists, and if F), = F,,, Eve absent.

RESULTS AND DISCUSSION

Quantum cryptography security is an important issue.
The proposed system security is reviewed by Shannon

SciEng
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Information Theory. To illustrate the security and
detection of eavesdropping, the secret information rate
Al and entanglement F are wused,
respectively. The secret information rate is the only
Alice-Bob connection in Quantum Key Distribution.

AT = I(a. 8) — I{a,€)

parameter

I(e, B) and I(e.,¢) are the mutual information between
Alice and Bob and the mutual information of Alice and
Eve, respectively.

Xvac2OF Pracz

Fou OF P owt
— Xout1OF Pout1

Xout2 OF Poutz

Xuac19F Puac1

|

Xgof py —— G

Fig. 3: Schematic demonstration of a quantum secure
communication scheme based on Discrete Variable of the particle
kicked by a Gaussian beam. LA: linear amplifier. BS: beam
splitter. G: the gain of LA. #: the transmission coefficient of BS.
The Arabic numerals denote the mode.

Fundamental of General Gaussian Cloner
To describe the general Gaussian cloner, different parts
of it, including Liner Amplifier (LA) and Beam Splitter
(BS), must be examined. If x3 or p3 and x7 or p7 are input
LA, one of outputs is obtained as follows:
Tout = \/6,13 -+ mf?
or

pouf:\/ap37 VG —1 7

where G > 1 is the power of LA and Zout or Pout and xo
, or pg are two inputs for BS. If G = 1, the Gaussian
cloner is reduced to the beam splitter. %%

The Gaussian cloner outputs are listed below:

Toutt = VaNTim + /(G = 1)nzyacs + VI = 17pac2 = X1g

Poutt = VGNP — V(G = 1)npyact + VI —NPvac2 = Pio (l 8)

Toutz = /MTvac2 — VG = 0)Tin + /(1= 0)(G = Dapaer = X11

Doutz = /MPvac2 — /G(L = n)pin + /(1 = n)(G = D)puact = Py

By using eq. (22), one may investigate the outputs of the
Gaussian cloner (Fig. 3).

Secret Information Rate
The secret key can be provided by Alice and Bob with
classical error correlation and privacy enhancement

SciEng

techniques when AT > 0. To achieve [I(a.f8), I(a.c)

according to Shannon information theory, the

probability distribution of X and P is considered in all
states. Assuming that the Gaussian cloner was used by

Eve to eavesdrop on the quantum channel’'*?, we will
continue the discussion.
k=0.0
10 k=05 ]

— k04|

A | (it}
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Fig. 4: The dependence of AT on 7 in the QKD
process (¥ =10; 0 = 1;and k =0.1).
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Fig. 5: The dependence of &1 on "7 in the QKD
process (¥ =10; 0 =1;and G = 1).
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Fig. 6: Schematic The dependence of i(a.¢) on 7 in the
quantum encryption process. The parameters are 2 = 10;
o =30;and k =0.1.
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We have:

Tourt = VGnrs + /(G — 1)nzy + /1T —nwg = X9

Poutt = VG1ps — /(G = L)npr + VT = 1ipo = Pro
(19)

Toutz = /Mg — /G(1 —n)as + /(1 —n)(G — D)y = Xy

Poutz = Ipa — VG —n)ps + /(1 =) (G —1)pr = Py

In the equation above, the random variables follow
Gaussian distribution.

5 and ps = N(0,%?)

(20)
x and pi = N(0,02)
With i =7, 9, that is vacuum state. Now, Bob applies x4
or p4 to receive state Xjo or Pio. States Xio or Pio is
similar to x3 or p3, when Eve is absent in the quantum
channel.*

Xig=w4=m3+ps

21)

2

Pry = py = p3 — Kgeap(—3)

According to eq. (9), we can obtain the variances of X,
and P 11.

A2X =< ag? > +G(1—5) <252 > +H(G - 1)1 —1) <272 >

APy =1 <po® > +G(1—n) <ps® > +HG—1)(1—n) <p® >

We have to calculate the variance:

N2Xy = no? + G(1—)2% + (G — 1)(1 — 5)a?
(22)

APy =no? + G(1— 1) + (G - 1)(1 —n)o?

The variance of the signal distribution of measuring
either X or P is:

M = G(1 - n)x? (23)

For noise, the variance is calculated as follows:

N =na? + (G- 1)(1 =)o = o[n+ (G — 1)(1 — n)] (24)

From the above equations for Alice and Eve, we
calculate the signal-to-noise ratio:

M
Yas = (25)

The Additive White Gaussian Noise (AWGN) channel

capacity is obtained by considering Shannon's

33,13,34

information theory as follows:

I= 1logQ(lJr'») (26)

In the above equation, the signal-to-noise ratio and
variance of the signal and the variance of the noise are

shown with 7 = Z, ¥%and o2, respectively.

Given the Gaussian distribution signal and the AWGN
channel and the mutual information channel capacity,
the mutual information between Alice and Eve is
obtained as follows:

10g2 (1 + 7(15) (27)

By calculating the variance of the signal distribution for
the system, the following equation is obtained:

. -22G
pP= GUEZ[Z + Kzexp(ler‘)GT;) — 2K exp( 0

)l

The noise variance is calculated as follows:

(G —1) + (1 —n)]

Q= (72[)]((1‘*1)+(17)])][2‘#}\'2631'[)(7(72[I]((1‘*1)+(177])])*2]\'E’J‘1)(* 3 )]

The signal-to-noise ratio is gotten for Alice and Bob:

s b (28)

The mutual information of these two people can be
calculated as follows:

1
Hao,pB) = 3 logy (1 + Yag) (29)

By using egs. (44) and (45), we acquire the mutual
information /(a, ) and I(a, ¢). Alice and Bob can obtain
a secure final key given the classical error correction
and privacy amplification provided that I(a, £) > (a0, ¢)
exists. The final key assembled based on the
circumstance.”

AT =1I(a,8) — I{a,) > 0 (30)

In the absence of Eve (G =1 and # = 1) based on egs.
(45) and (46) we have:

I(a,e) =0

212 4+ K2exp(-%2) — 2Kexp(—2)]
2K )

1)

Al =1(a,p) = %logg(l +

The quantum channel capacity for Alice and Bob is
evaluated by AI. The increase in Al with ¥? in eq. (47)
is seen. If AT > 0, we obtain a secure key for a QKD
scheme. In the remaining text, we consider ¥ = 10; o =
1. Figs. 4, 5 are plotted for demonstrating dependence
between AT and 7. In Fig. 4, for larger k at AT =0, 7 is
smaller. It is more appropriate to implement the key
distribution, a high degree of entanglement for the CV
EPR pair. In Fig. 5, the relevancy of Al and # is plotted
for different G. # becomes smaller by considering large

SciEng
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G and AT = 0. By focusing on the mutual information
I{a,¢€), we try to know how much information Eve can
get through eavesdropping in this quantum encryption
algorithm. In Fig. 6 we plot the dependence of I(«, €)on
n with k= 0.1, £ = 10 and ¢ = 30 for different G. For
example with G = 10, when Eve receives thirty percent
of the signal, the information /(a, €)are 0.0033 bits. This
information is insignificant compared to the mutual
information of Bob and Alice. Besides, the security
level requested, the parameters k, ¢ may be selected.
Our results are better than those already reported.”” For
G = 10 in Fig. 6, extracted information by Eve is
0.00333 bits but in similar condition with our earlier
work* is 0.1262 bits.

CONCLUSION

We present a quantum secure communication system
with the correlation of discrete variable EPR. This
method can be used to distribute quantum keys and to
transmit many messages whose key is already shared.
The Hamiltonian and proposed algorithm mentioned
above recuperate some failures of encryption such as
small key space and level of security. The security of
the proposed method against the Gaussian-cloner attack
is illustrated by calculating the secret information rate
AT and the Shannon mutual information /(a, &). Also,
the DV EPR correlation produced by NOPA provides
its physical security. Given the work being done today
in the field of Einstein-Podolsky-Rosen (EPR)

entanglement,’

it could be the promise of quantum
communication. We can hope that subsequent studies

increase encryption speed.

APPENDIX A.

Calculating the Entanglement Parameter

As usual, to calculate Fa we have to find A2, A2

2 2
- & b . b s
< x3T9 >=< [.z'2+p27]\1'2(:1'1)(——22 )y >=< 23 > + < pawg > —K < aeap(— 22) >

2 2 2 n
. a3 23 oz S~ (-)" 3
—3-K<all-24% T, >=3-3K) ( Zyn
(< x3] + .. *(2)

2 8 48 n!

< T3T2 >:3+% (1)
Alry =< (Dx2)? > —< Azy >2 =3 (:2)
and

. . 2 3
Nlxg =< (Axg)? > —< Axg >? =< [ +p2 — K‘T‘z“‘P(*é)]z >

Y —1)" ; —1)" 3

73+3/\'-Z( ”!J (:3)”76/\2( m> )"

2 . 3(KY) K
Ay =3 20— 127 (3)

Inserting egs. (12), (15), (16) and (17) into eq. (10) we obtain
o 3 K2 (4)

2¢ e?
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On the other hand, we can calculate Af, by using eq. (11).

2
< p3pe >=< pa — Kxgexp( ) Yo >=<p3 > K < zngezp(—g) >=3

because:
< xopa >=0

In addition :
A2py =< (Ape)? > —< Apy >2=3

Now, we calculate A%ps:

2 2
A’py =< (Aps)? > —< Apy >* =< p; — I\’.’l‘y(\l‘p(*%) >

=343K°Y %; 4 %
: 3K?
APpy =3 - %
therefore:
3K?
2 _
R (5)

Inserting eqs. (18) and (19) into eq. (14) we obtain:

3K? K? 3K2
F.= (Ai)(ﬂi) = (*W - 12?2)(7?
then
4 4
p_ 9K' 18K (.6)

T 4e? e’

In the same way, with respect to the following equations,
parameter F, can be calculated.

0Peye = Pio + b3

7
X e = X0 — 7u3
Toutt = Vs + /(G — Dnar + VT —1ze = X10
Poutt = Gz — /(G = 1wz + /T —=11py = Pro
DX e =< (0X eve)? > =< 0Xope >2
APy =< (6Poye)? > —< 6P, >*
A2 X e =< (X1g — yw3)” > — < (X19 — ya3) >*
DX, =< (Pig — 1p3)* > — < (Pro — 7p3) >2
A’ Xope = D X1p + 77 A%05 — 27 < Xyows > (-8)
APy = NPy + 7 A%ps + 2y < Props > 9

Now, if we do derivative from A2X,,., A2P.,.on 7, we have:
dA*Xeve
dy -

< X3 > ( 10)
A2zxg

0

Ymin =

and
dA*Pye
dy B

" :7<P1UF3> (11)
Ymin A2p,

0

Now, we want to find A*Xev.. A*Pove, and then, create their

relationship:
Fy = (0 Xewe) (D Peve) (.12)
2y 52 . 2 2, 2 - G o
A Xepe = GE2 + (G — 1)o” + (1 —n)o” + GnX?[1 — IK(IAEP(iT)]
9. (K% K. . — -
+ (J—Tﬁ»lz?)—h(\/(xul +V(G = 1) < 723 > +/1 — 1 < Tg3 >)
¥2Gn

A?Pyye = GnS? + (G — 1)0” + (1 - n)o? + GnS?[1 — Keap(— 2 )2

3K?

923 = ) + 29(VGnE = V(G = 1)n < prps > +y/T= 1 < pops >)

When G =1 and # = 1 (Eve absent), relationship is:

Fy = (5 Xeue) (A Peve)

_ 3%*K! . 6X2K*
bT T2 e’
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